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Reversible data hiding in encrypted images (RDHEI) allows secret data to 

be embedded into an encrypted image while enabling lossless recovery of 

the original image. Its practical payload, however, remains limited by the 

embedding room available in the encrypted domain. This paper proposes 

an RDHEI method based on overlapping sub-block partitioning and 

shared-MSB encoding to improve the net embedding capacity. Each 

encrypted image block is organized into four overlapping sub-blocks. A 

boundary pixel shared by two adjacent sub-blocks serves as the reference 

pixel of the next sub-block, thereby increasing pixel reuse. The shared most 

significant bits within each sub-block are then exploited to create 

embedding room. Experiments on six standard images show an average 

net embedding capacity of 408,730 bits, representing improvements of 

5.61% and 17.88% compared with two existing methods. Additional 

experiments on 100 randomly selected images from each of the BOWS-2 

and BOSSBase datasets also show higher average net embedding 

capacities. Moreover, the proposed method provides error-free data 

extraction, exact image recovery, and separable operation according to 

the available keys. 
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1. INTRODUCTION 

The growing use of cloud platforms for image 

storage and processing has increased the need to 

protect visual content before it is transmitted to an 

external service provider. Image encryption 

provides content confidentiality, but it also prevents 

the cloud server from performing conventional data-

hiding operations. Reversible data hiding in 

encrypted images (RDHEI) addresses this issue by 

allowing additional information to be embedded 

into an encrypted image. An authorized receiver can 

subsequently extract the hidden data and recover the 

original image without loss (Ankur et al., 2025a; 

Ren et al., 2026). This property is useful in 

applications where image privacy and content 

integrity must be maintained, such as medical data 

management, image authentication, and secure 

cloud storage. 

Depending on when the embedding room is 

generated, RDHEI methods are divided into 

reserving room before encryption (RRBE) (Nguyen 

et al., 2022; Ankur et al., 2025b) and vacating room 

after encryption (VRAE) (Chai et al., 2024; Ren et 

al., 2025). In RRBE, the image owner preprocesses 

the original image to reserve room and then encrypts 

the processed image. Ma et al. (2013) proposed the 

RRBE-based method by dividing the original image 

into two regions. The LSBs of selected pixels in the 

first region were reversibly embedded into the 

second region before encryption, leaving the 
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corresponding LSB positions available for secret 

data. Zhang et al. (2014) later improved the 

reversibility of this method by reorganizing the 

image content before encryption. Other RRBE 

methods employed binary-block embedding (Yi & 

Zhou, 2017), MSB prediction (Puteaux & Puech, 

2018), MSB-plane rearrangement (Chen & Chang, 

2019), multi-MSB prediction with Huffman coding 

(Yin et al., 2020), and adaptive prediction-error 

labeling (Wu et al., 2021). Since these operations are 

performed on the plaintext image, RRBE methods 

can directly exploit spatial redundancy. However, 

they require the image owner to complete room 

reservation before encryption, increasing the 

preprocessing workload on the owner side. 

In VRAE, the original image is encrypted before the 

embedding room is generated. In the early scheme 

proposed by Zhang (2011), the encrypted image was 

divided into blocks, and one secret bit was 

embedded by modifying selected encrypted pixels 

in each block. During decryption, spatial 

smoothness was used to determine the original form 

of the modified block. Zhang (2012) subsequently 

separated data extraction from image decryption, 

allowing the hidden data to be obtained without 

access to the image-encryption key. However, these 

early methods provided limited embedding capacity 

and could produce recovery errors in blocks 

containing complex textures. To preserve intra-

block pixel correlations, Huang et al. (2016) 

combined block permutation with block-wise XOR 

encryption so that the correlations among pixels 

within each block were preserved after encryption. 

Fu et al. (2019) employed an adaptive encoding 

strategy to select suitable encrypted regions 

according to their local characteristics. Wang et al. 

(2019) used block selection and block-level 

encryption to distinguish blocks suitable for data 

embedding, while Yu et al. (2022) developed a 

hierarchical embedding procedure to exploit 

redundant space at multiple levels. These 

developments improved the embedding 

performance of VRAE methods, but their capacity 

still depends on how much intra-block redundancy 

is preserved by encryption and how efficiently that 

redundancy can be represented. 

Among the redundancy preserved by block-wise 

encryption, equality at corresponding MSB 

positions is particularly useful. When all pixels 

within a block are XOR-encrypted using the same 

value, their original values are concealed while their 

shared-MSB relationships remain unchanged. This 

property has motivated several block-based MSB 

encoding methods. Wang et al. (2021) encoded the 

shared MSBs of encrypted blocks using an adaptive 

block-based strategy. Wang and He (2022) further 

employed adaptive MSB prediction within small 

blocks to increase the available embedding room.  

Recently, Wang et al. (2026) proposed a VRAE 

method based on MSB-sharing encoding and 

overlapping sawtooth partitioning. In their method, 

the encrypted image is divided into overlapping 

sawtooth blocks. Each block contains one reference 

pixel and two neighboring pixels, and adjacent 

blocks share one pixel. However, the sawtooth 

partition generates a large number of blocks, each of 

which must be classified as embeddable or non-

embeddable. As a result, the large number of 

classification results increases the location-map 

length and reduces the room available for secret 

data. To address this limitation, the proposed 

method divides the encrypted image into non-

overlapping 4 × 4 blocks, each of which is further 

partitioned into four overlapping sub-blocks. 

Adjacent sub-blocks share one boundary pixel, 

which serves as the reference pixel of the next sub-

block. This partition retains pixel reuse while 

reducing the location-map length, resulting in a 

higher net capacity. 

The main contributions of this work are summarized 

as follows: 

− An overlapping partition is introduced to 

organize each 4 × 4 encrypted image block into four 

sub-blocks. Each pair of adjacent sub-blocks shares 

one boundary pixel, which serves as the reference 

pixel of the next sub-block. This structure increases 

pixel reuse without enlarging the image block. 

− A shared-MSB encoding and sequential 

recovery procedure is developed for the overlapping 

structure, allowing shared pixels to be reconstructed 

and reused as reference pixels during recovery. 

− The proposed method provides a more favorable 

balance between embedding room and location-map 

overhead. Experiments on standard images and 

randomly selected images from BOWS-2 and 

BOSSBase demonstrate higher net embedding 

capacities than the compared methods while 

retaining exact image recovery, error-free data 

extraction, and separable operation. 

2. PROPOSED METHOD  

This section presents the proposed VRAE scheme, 

which combines a 4 × 4 block structure with 

overlapping sub-block partitioning and shared-MSB 

encoding. After image encryption, the encrypted 
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blocks are organized into overlapping sub-blocks to 

vacate room for data embedding. The location map 

is compressed and embedded together with the 

secret data. At the receiver, the location map is 

recovered before data extraction and image 

recovery. The framework of the proposed method is 

shown in Figure 1. 

 
Figure 1. Framework of the proposed RDHEI method 

2.1. Image encryption 

To achieve content privacy while retaining intra-

block pixel correlations, a hybrid encryption 

algorithm incorporating block permutation and 

bitwise exclusive-or (XOR) operations is employed. 

Given an original image 𝐼 with dimensions 𝐻 × 𝑊, 

the image is first partitioned into non-overlapping 

blocks of size 4 × 4 pixels. The total number of 

blocks is denoted as 𝑁 = (𝐻/4) × (𝑊/4).  

Then, all 4 × 4 blocks are permuted using a pseudo-

random sequence controlled by the block 

permutation key 𝐾𝑝. After block shuffling, bitwise 

XOR encryption is applied to every pixel within 

each permuted block. For the 𝑘-th block, an 8-bit 

pseudo-random value 𝑒𝑘 is derived from the 

encryption key 𝐾𝑒. Each original pixel value 𝑃𝑜(𝑖, 𝑗) 

is converted into its 8-bit binary form and encrypted 

via 𝑃𝑒(𝑖, 𝑗) = 𝑃𝑜(𝑖, 𝑗) ⊕ 𝑒𝑘, where 𝑃𝑒(𝑖, 𝑗) 

represents the encrypted pixel value. Because all 

pixels within the block undergo an XOR operation 

with an identical key 𝑒𝑘, equality at corresponding 

bit positions is preserved. Consequently, the shared-

MSB length between neighboring pixels remains 

unchanged after encryption. 

2.2. Overlapping partition 

To increase pixel reuse, each 4 × 4 permuted block 

is further divided into 4 overlapping sub-blocks. The 

first three sub-blocks, B1, B2, and B3, contain five 

pixels each, while the fourth B4 contains four pixels. 

As depicted in Figure 2, each pair of overlapping 

sub-blocks shares a single boundary pixel, which 

serves as the reference pixel of the subsequent sub-

block. Thus, the proposed partition produces 19 

pixel usages from 16 distinct pixels, corresponding 

to a pixel utilization ratio of (19/16) × 100% =
118.75%. 

 

Figure 2. Proposed overlapping partition of a 

𝟒 × 𝟒 image block 

2.3. MSB-sharing encoding 

2.3.1. Shared-MSB calculation and classification 

Consider a sub-block 𝐵𝑘 = {𝑝𝑘,1, 𝑝𝑘,2, … , 𝑝𝑘,𝑛𝑘
}, 

where 𝑝𝑘,1 represents the eight-bit reference pixel 

and 𝑛𝑘 ∈ {4,5} denotes the total number of pixels in 

the sub-block. Each pixel value is converted into an 

eight-bit binary sequence. 

To evaluate the spatial redundancy within 𝐵𝑘, the 

number of shared MSBs between the reference pixel 

𝑝𝑘,1 and each remaining pixel 𝑝𝑘,𝑖 is determined by 

𝑠𝑘,𝑖. The shared-MSB length of the sub-block 𝑆𝑘 is 

then calculated using Eq. (1): 
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𝑆𝑘 = min
2≤𝑖≤𝑛𝑘

𝑠𝑘,𝑖 (1) 

Thus, the first 𝑆𝑘 bits are identical across all pixels 

in 𝐵𝑘. Since these shared bits can be fully recovered 

from 𝑝𝑘,1, they do not need to be stored repeatedly 

for the remaining regular pixels. A sub-block is 

considered embeddable when 𝑆𝑘 ≥ 2. Seven 

embeddable cases of 𝑆𝑘 (ranging from 2 to 8) are 

represented by the three-bit codewords 𝛾𝑘 listed in 

Table 1. For a four-pixel sub-block, when 𝑆𝑘 < 2, 

no vacant bit remains after storing the three-bit 

indicator. For a five-pixel sub-block, 𝑆𝑘 = 1 

theoretically provides one vacant bit; however, this 

case is excluded to maintain a common 

classification rule for both sub-block sizes. 

Therefore, a sub-block is classified as embeddable 

only when 𝑆𝑘 ≥ 2. 

Table 1. Codeword assignment according to the 

shared-MSB length 

Shared-MSB 

length 𝑺𝒌 

Three-bit 

codeword 𝜸𝒌 

Available 

capacity 𝑪𝒌 

2 001 2(𝑛𝑘 − 1) − 3 

3 010 3(𝑛𝑘 − 1) − 3 

4 011 4(𝑛𝑘 − 1) − 3 

5 100 5(𝑛𝑘 − 1) − 3 

6 101 6(𝑛𝑘 − 1) − 3 

7 110 7(𝑛𝑘 − 1) − 3 

8 111 8(𝑛𝑘 − 1) − 3 

To distinguish between embeddable and non-

embeddable sub-blocks, a location map 𝐿𝑀 is 

generated using Eq. (2): 

𝐿𝑀𝑘 = {
1, 𝑆𝑘 ≥ 2,
0, 𝑆𝑘 < 2.

  (2) 

2.3.2. Sub-block encoding and bit-stream 

construction 

For an embeddable sub-block, the reference pixel 

𝑝𝑘,1 is retained in full to serve as the decoding 

reference. For each remaining pixel, only its 8 − 𝑆𝑘 

non-shared bits are preserved. The remaining vacant 

space, providing an available capacity of 𝐶𝑘 =
(𝑛𝑘 − 1)𝑆𝑘 − 3 bits, is filled with encrypted secret 

bits. The complete encoded bit-stream 𝑍𝑘 for the 

sub-block is constructed via bit concatenation as 

defined in Eq. (3): 

𝑍𝑘 = 𝑝𝑘,1 || 𝛾𝑘  || 𝑇𝑘  || 𝐷𝑘  (3) 

where: 𝑝𝑘,1 is the eight-bit binary representation of 

the reference pixel; 𝛾𝑘 is the three-bit indicator 

codeword corresponding to 𝑆𝑘; 𝑇𝑘 contains the 

concatenated non-shared lower bits from the 

remaining pixels, with a total length of |𝑇𝑘| =
(𝑛𝑘 − 1)(8 − 𝑆𝑘) bits; 𝐷𝑘 represents the encrypted 

secret bits embedded into the vacant space, with a 

length of |𝐷𝑘| = 𝐶𝑘 bits. 

2.3.3. An illustrative example 

Figure 3 illustrates the encoding of a five-pixel sub-

block. The shared-MSB length is 𝑆𝑘 = 4, 

corresponding to the codeword 𝛾𝑘 = 011. The four 

non-reference pixels require 16 non-shared bits, 

leaving 13 bits for data embedding. After the 

reference pixel, codeword, non-shared bits, and 

secret data are concatenated, the resulting 40-bit 

sequence is divided into five eight-bit segments, 

producing the marked values 115, 124, 125, 213, 

and 101.

 

Figure 3. Illustrative example of MSB-sharing encoding for a five-pixel sub-block 

(Notes: (a) encrypted sub-block, (b) shared-MSB calculation, (c) bitstream construction, and (d) marked sub-block 

generation) 
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2.4. Data embedding 

To enable correct data extraction and image 

recovery, a predefined control region is reserved for 

storing the location map. The secret payload is 

embedded separately into the embeddable sub-

blocks. The location map 𝑀 is losslessly 

compressed using arithmetic coding to obtain 𝑀𝑐𝑜𝑚, 

whose length 𝐿𝑚𝑎𝑝 is represented by an 18-bit 

header. Before data embedding, the 18-bit header 

and 𝑀𝑐𝑜𝑚 are stored in the least significant bits 

(LSBs) of a predefined control region containing 𝑁𝑟 

pixels selected from several top image rows. These 

rows are excluded from overlapping sub-block 

encoding. To ensure complete reversibility, the 

original LSBs replaced in the control region, 

denoted as 𝐷𝑟𝑒𝑝𝑙𝑎𝑐𝑒𝑑, are collected and treated as 

part of the embedded payload. 

The payload stream 𝑃𝑠𝑡𝑟𝑒𝑎𝑚 is formed by 

concatenating 𝐷𝑟𝑒𝑝𝑙𝑎𝑐𝑒𝑑 and the secret data 𝐷secret, 

where only 𝐷secret is encrypted using the data-

hiding key 𝐾𝑑. For non-embeddable sub-blocks 

(𝑆𝑘 < 2), the pixel data remains unmodified. For 

embeddable sub-blocks (𝑆𝑘 ≥ 2), a segment of 𝐶𝑘 

bits are taken from the payload stream to form 𝐷𝑘. 

Finally, the constructed sequence 𝑍𝑘 =
𝑝𝑘,1 || 𝛾𝑘  || 𝑇𝑘  || 𝐷𝑘 is segmented back into 8-bit 

marked pixels to update 𝐵𝑘, generating the final 

marked encrypted image 𝐼𝑚. 

2.5. Data extraction and image recovery 

Depending on the available keys, secret data 

extraction and original image recovery can be 

performed separately or jointly. A receiver 

possessing 𝐾𝑑 can recover the secret data, whereas 

a receiver possessing 𝐾𝑒 and 𝐾𝑝 can reconstruct the 

original image. When all three keys are available, 

both operations can be performed to recover the 

secret data and the original image. 

The decoding procedure begins by reading the LSBs 

of the 𝑁𝑟 pixels in the predefined control region. The 

18-bit header is first read to determine the length of 

the compressed location map. Then, the next 𝐿𝑚𝑎𝑝 

bits are retrieved to recover 𝑀𝑐𝑜𝑚. By applying 

arithmetic decoding to 𝑀𝑐𝑜𝑚, the location map 𝑀 is 

reconstructed. Using the recovered location map, 

the receiver scans the sub-blocks in raster-scan 

order. If 𝐿𝑀𝑘 = 1, the codeword 𝛾𝑘 is used to 

determine 𝑆𝑘, and the last 𝐶𝑘 = (𝑛𝑘 − 1)𝑆𝑘 − 3 bits 

are extracted from 𝑍𝑘. The extracted segments are 

concatenated to reconstruct the payload stream 

𝑃𝑠𝑡𝑟𝑒𝑎𝑚, which contains 𝐷𝑟𝑒𝑝𝑙𝑎𝑐𝑒𝑑 followed by the 

encrypted secret data. This step does not require any 

cryptographic key. 

2.5.1. Secret data extraction 

A receiver possessing the data-hiding key 𝐾𝑑 

removes the first 𝑁𝑟 bits corresponding to 𝐷𝑟𝑒𝑝𝑙𝑎𝑐𝑒𝑑 

from the extracted payload stream. The remaining 

encrypted secret data are decrypted by performing a 

bitwise XOR operation with the pseudorandom 

bitstream generated using 𝐾𝑑, yielding the original 

secret data. 

2.5.2. Original image reconstruction 

A receiver possessing the image-encryption keys 𝐾𝑒 

and 𝐾𝑝 reconstructs the original image through the 

following three stages: 

(i) Sub-block restoration: Within each 4 × 4 image 

block, the sub-blocks are recovered sequentially 

according to the predetermined order shown in Fig. 

2. For each embeddable sub-block, the reference 

pixel 𝑝𝑘,1, indicator codeword 𝛾𝑘, and non-shared 

LSB sequence 𝑇𝑘 are separated from 𝑍𝑘. The 

shared-MSB length 𝑆𝑘 is determined from 𝛾𝑘, after 

which the non-reference pixels are reconstructed 

using 𝑝𝑘,1 and 𝑇𝑘. The recovered pixels are 

immediately used to update the partially recovered 

encrypted image, and the recovered shared pixels 

serve as references for recovering the subsequent 

sub-blocks. No sub-block restoration is required 

when 𝐿𝑀𝑘 = 0. 

(ii) Control-region restoration: The LSBs of the 𝑁𝑟 

control-region pixels are restored using 𝐷𝑟𝑒𝑝𝑙𝑎𝑐𝑒𝑑, 

thereby recovering their original encrypted values. 

(iii) Image decryption: After all sub-blocks and 

control-region pixels have been restored, block-wise 

XOR decryption is performed using 𝐾𝑒, followed by 

inverse block permutation using 𝐾𝑝, to obtain the 

reconstructed image 𝐼′.  

3. EXPERIMENTAL RESULTS 

We conducted the experiments in MATLAB 

R2023b on a laptop with an Intel Core i5-8250U 

CPU at 1.60 GHz and 8 GB of RAM under a 64-bit 

Windows operating system. Six standard 512 ×
512 grayscale images were used: Lena, Baboon, 

House, Boat, Sailboat, and Barbara. These images 

represent different image characteristics, ranging 

from smooth regions to highly textured content. 

Each image was partitioned into 4 × 4 blocks, and 

each block was further organized into four 

overlapping sub-blocks containing 5 or 4 pixels. 
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Random binary sequences were used as secret 

payloads. 

The embedding capacity, denoted by EC, represents 

the total number of bits available in all embeddable 

sub-blocks. Since part of this capacity is required to 

store the location map, the capacity available for 

secret data is calculated using Eq. (4): 

𝐸𝐶𝑛𝑒𝑡 = 𝐸𝐶 − (18 + 𝐿𝑚𝑎𝑝) (4) 

3.1. Net embedding capacity 

Table 2 compares the compressed location-map 

length and net EC of the proposed method with 

those of Wang et al.’s (2026) method and Wang and 

He’s (2022) method. The six test images were 

selected to cover different levels of spatial 

correlation. House contains relatively large smooth 

regions, whereas Baboon and Barbara contain 

considerably more texture. Lena, Boat, and Sailboat 

represent images with intermediate content 

characteristics.

Table 2. Comparison of net EC and location-map overhead 

Images 
Proposed method Wang et al. (2026) Wang and He (2022) 

LM (bits) Net EC (bits) LM (bits) Net EC (bits) LM (bits) Net EC (bits) 

Lena 48,658 514,890 75,095 508,277 28,867  434,492  

Baboon 65,143 159,836 126,479 126,121 60,033  135,849  

House 55,722 514,982 91,085 500,479 35,142  440,715  

Boat 46,224 514,613 76,381 492,879 29,268  427,497  

Sailboat 58,248 385,680 96,641 361,668 28,219  336,287  

Barbara 60,952 362,380 102,589 332,678 43,777  305,597  

Average 55,825 408,730 94,712 387,017 37,551 346,740 

The net EC represents the actual room available for 

secret data after deducting the location-map 

overhead. As shown in Table 2, the proposed 

method produces a shorter compressed location map 

than Wang et al.’s (2026) method for all six images, 

thereby leaving more room for secret data. The 

largest improvements over Wang et al.’s (2026) 

method are obtained for Baboon and Barbara, with 

gains of 33,715 and 29,702 bits, respectively. The 

average net EC increases from 387,017 to 408,730 

bits, corresponding to an improvement of 

approximately 5.61%. Wang and He’s (2022) 

method produces a shorter location map than the 

proposed method. However, it also reserves less 

embedding room initially, resulting in lower net EC 

for all six images. Compared with Wang and He’s 

(2022) method, the proposed method provides net 

EC gains ranging from 23,987 bits for Baboon to 

87,116 bits for Boat. On average, the net EC 

increases from 346,740 to 408,730 bits, 

corresponding to an improvement of approximately 

17.88%. 

To evaluate the proposed method on a broader range 

of image content, 100 images were randomly 

selected from each of the BOWS-2 and BOSSBase 

datasets. The same images were used to evaluate all 

three methods. For each image, the net EC was 

obtained after deducting the location-map overhead, 

and the average value over the 100 images was then 

calculated. Table 3 reports the mean and standard 

deviation of the net EC over the 100 images in each 

dataset. 

Table 3. Mean and standard deviation of net EC on BOWS-2 and BOSSBase 

Dataset Proposed method Wang et al. (2026) Wang and He (2022) 

BOWS-2 647,240 ± 197,781 638,857 ± 205,622 548,784 ± 156,476 

BOSSBase 723,863 ± 256,814 711,087 ± 265,082 606,889 ± 201,287 

As shown in Table 3, the proposed method achieves 

the highest average net EC on both datasets. On 

BOWS-2, the proposed method achieves an average 

net EC of 647,240 bits, exceeding Wang et al.’s 

(2026) method by 8,383 bits. On BOSSBase, the 

proposed method achieves an average net EC of 

723,863 bits, which is 12,776 bits higher than that 

of Wang et al.’s (2026) method. Compared with 

Wang and He’s (2022) method, the proposed 

method provides improvements of approximately 

17.94% and 19.27% on BOWS-2 and BOSSBase, 

respectively. Although the improvements over 

Wang et al.’s (2026) method are moderate, the 

proposed method consistently achieves a higher 

average net EC on both datasets. The average net EC 

obtained on the two datasets is presented in Figure 4. 
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Figure 4. Average net EC obtained on 100 

randomly selected images from each of the 

BOWS-2 and BOSSBase datasets 

3.2. Statistical security analysis 

We evaluated the statistical characteristics of the 

encrypted and marked encrypted images using the 

peak signal-to-noise ratio (PSNR), information 

entropy, and image correlation coefficient. The 

PSNR between the original image 𝐼 and the marked 

encrypted image 𝐼𝑚 is calculated using Eq. (5): 

𝑃𝑆𝑁𝑅(𝐼, 𝐼𝑚) = 10 log10
2552

MSE(𝐼,𝐼𝑚)
, (5) 

where 

𝑀𝑆𝐸(𝐼, 𝐼𝑚) =
1

𝐻𝑊
∑ ∑ [𝐼(𝑖, 𝑗) − 𝐼𝑚(𝑖, 𝑗)]2𝑊

𝑗=1
𝐻
𝑖=1 . 

Since 𝐼𝑚 remains in the encrypted domain, a low 

PSNR indicates a large visual difference from the 

original image rather than image degradation. For an 

8-bit grayscale image 𝐼, its information entropy is 

calculated using Eq. (6): 

𝐻(𝐼) = − ∑ 𝑝𝐼
255
𝑣=0 (𝑣) log2 𝑝𝐼 (𝑣). (6) 

where 𝑝𝐼(𝑣) denotes the probability of gray level 𝑣. 

The maximum entropy of an 8-bit image is 8, 

corresponding to an ideally uniform gray-level 

distribution. 

To measure the linear similarity between two 

images 𝑋 and 𝑌, the image correlation coefficient is 

computed using Eq. (7): 

𝜌(𝑋, 𝑌) =
∑ ∑ (𝑋(𝑖,𝑗)−𝜇𝑋)𝑊

𝑗=1
𝐻
𝑖=1 (𝑌(𝑖,𝑗)−𝜇𝑌)

√∑ ∑ (𝑋(𝑖,𝑗)−𝜇𝑋)2𝑊
𝑗=1

𝐻
𝑖=1 √∑ ∑ (𝑌(𝑖,𝑗)−𝜇𝑌)2𝑊

𝑗=1
𝐻
𝑖=1

                   (7) 

where 𝜇𝑋 and 𝜇𝑌 are the mean pixel values of 𝑋 and 

𝑌, respectively. A correlation coefficient close to 

zero indicates little linear similarity between the two 

images. 

Table 4. Statistical characteristics of the encrypted and marked encrypted images 

Images 𝐏𝐒𝐍𝐑(𝑰, 𝑰𝒎) (dB) 𝑯(𝑰𝒆) 𝑯(𝑰𝒎) 𝝆(𝑰, 𝑰𝒆) 𝝆(𝑰, 𝑰𝒎) 

Lena 9.6228 7.9987 7.9743 0.0053 0.0002 

Baboon 9.6171 7.9992 7.9835 -0.0014 -0.0044 

Barbara 9.1131 7.9983 7.9815 -0.0014 0.0036 

Boat 9.2217 7.9985 7.9764 0.0007 0.0038 

House 8.7978 7.9981 7.9879 -0.0077 -0.0025 

Sailboat 8.5879 7.9988 7.9757 -0.0108 -0.0003 

As shown in Table 4, the PSNR values between the 

original and marked encrypted images range from 

8.5879 to 9.6228 dB. These low values indicate that 

the marked encrypted images differ substantially 

from their original counterparts. The entropy values 

of the encrypted images range from 7.9981 to 

7.9992, approaching the maximum value of 8 for an 

8-bit grayscale image. This suggests that the gray-

level distributions of the encrypted images are 

approximately uniform. The entropy values of the 

marked encrypted images range from 7.9743 to 

7.9879. Although these values are slightly lower 

than those of the encrypted images because of data 

embedding, they remain close to the maximum 

value of 8. In addition, the correlation coefficients 

between the original and encrypted images range 

from −0.0108 to 0.0053. After data embedding, the 

correlation coefficients between the original and 

marked encrypted images remain between −0.0044 

and 0.0038. Therefore, data embedding does not 

introduce substantial linear similarity between the 

marked encrypted image and the original image. 

These results show that the encrypted and marked 

encrypted images reveal little statistical similarity to 

the original images. 

Figure 5 presents the visual appearances and gray-

level histograms of the original, encrypted, and 

marked encrypted Lena images. The original image 

contains clearly recognizable visual content and 

exhibits a non-uniform histogram concentrated in 

several gray-level ranges. After encryption, the 

image becomes noise-like, and its gray values are 

distributed more evenly. This indicates that block 

permutation and block-wise XOR encryption 
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effectively obscure the visual content of the original 

image. Data embedding changes the gray-level 

distribution of the encrypted image because part of 

its bitstream is replaced by auxiliary information 

and secret data. Consequently, the histogram of the 

marked encrypted image is not as uniform as that of 

the encrypted image. Nevertheless, the marked 

encrypted image remains noise-like, and no 

recognizable information about the original image is 

visually revealed. 

 

Figure 5. Visual appearances and gray-level histograms of Lena image 

(Notes: (a) original, (b) encrypted, (c) marked encrypted, and (d)-(f) their corresponding histograms)

3.3. Reversibility and separability 

The reversibility of the proposed method was 

evaluated by directly comparing the extracted secret 

data with the embedded data and the recovered 

image with the original image. The bit error rate 

(BER) is calculated using Eq. (8): 

𝐵𝐸𝑅 =
𝑁𝑒

𝐿𝐷
× 100% (8) 

where 𝑁𝑒 is the number of mismatched bits between 

the original and recovered secret bitstreams, and 𝐿𝐷 

is the secret-payload length. For all six test images, 

the extracted secret data were identical to the 

corresponding embedded data, resulting in 𝐵𝐸𝑅 =

0%. A pixel-by-pixel comparison also confirmed 

that each recovered image was identical to its 

original image. Therefore, 𝑀𝑆𝐸(𝐼, 𝐼′) = 0 and the 

corresponding PSNR was +∞. 

The separability of the proposed method was 

evaluated under three key settings. With only the 

data-hiding key 𝐾𝑑, the receiver can recover the 

secret data while the image remains encrypted. With 

the image-encryption keys 𝐾𝑒 and 𝐾𝑝, the original 

image can be reconstructed without recovering the 

secret data. When all three keys are available, secret 

data extraction and original image recovery can be 

performed jointly. The results are summarized in 

Table 5. 

Table 5. Reversibility and separability under different key settings. 

Available keys Secret data recovery Image recovery 𝑩𝑬𝑹 (%) 𝑷𝑺𝑵𝑹(𝑰, 𝑰′)(dB) 

𝐾𝑑 Available Unavailable 0 N/A 

𝐾𝑒 , 𝐾𝑝 Unavailable Available N/A +∞ 

𝐾𝑑, 𝐾𝑒 , 𝐾𝑝 Available Available 0 +∞ 

Here, N/A indicates that the corresponding 

evaluation is not applicable under the given key 

setting. The results show that the proposed method 

supports separate and joint operations according to 

the available keys while maintaining error-free data 

extraction and exact image recovery. 

3.4. Computational complexity and runtime 

For an image of size 𝐻 × 𝑊, the proposed method 

divides the image into 𝐻𝑊/16 non-overlapping 

blocks, each containing four sub-blocks of fixed 

size. Image encryption, overlapping partitioning, 

shared-MSB encoding, data embedding, and image 
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recovery process each pixel or sub-block a constant 

number of times. Arithmetic coding processes a 

location map whose length is proportional to the 

number of sub-blocks. Therefore, the overall 

computational complexity of the proposed method 

is 𝑂(𝐻𝑊). 

Table 6. Average runtime of the proposed 

method over 200 images from 

BOSSBase and BOWS-2 

Stage 
Average 

runtime (s) 

Image encryption 0.0754 

Room reservation and data embedding 2.3213 

Data extraction and image recovery 2.0506 

Total 4.4473 

Table 6 reports the average runtime of the main 

processing stages over 200 images, comprising 100 

randomly selected images from each of the 

BOSSBase and BOWS-2 datasets. The proposed 

method requires an average total runtime of 4.4473 

s per image. Room reservation and data embedding 

take the most time on average (2.3213 s) because 

this stage includes overlapping partitioning, shared-

MSB analysis, location-map compression, and data 

embedding. Data extraction and image recovery 

require 2.0506 s, while image encryption requires 

only 0.0754 s. The reported results provide an 

implementation-level reference for the 

computational cost of the proposed method. 

4. CONCLUSION 

This paper presented a reversible data hiding 

method for encrypted images that combines 

overlapping sub-block partitioning with shared-

MSB encoding. Experimental results demonstrate 

higher net embedding capacities than the compared 

methods on both standard test images and randomly 

selected BOWS-2 and BOSSBase images. The 

encrypted and marked encrypted images have 

entropy values close to 8 and low correlation with 

the original images, indicating limited statistical 

similarity. Moreover, exact image recovery and 

error-free data extraction are achieved for all tested 

images. 
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